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Introducao

* Propagacao automatica de malwares
(background noise)
— Scanner ssh
— Bot
— Worms

“Up to a quarter of the 6000 million machines
connected to Internet may be used by
criminals’

Vicent Cerf

BBC News 2007, Criminals may overwhelm the web
L esgsesescoemesee)
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Introducao

* Honeypots
— Honeynets

* Acesso a portas
» Observar padroes

» Ataques automatizados
(worms,scanners,bots)
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 Utilizar honeynet para tracar um
panorama das sondagens

— Informacoes dos exploits
— Comportamento
— padroes
» Automatizar deteccao a nivel de backbone
de rede
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* Implementar uma honeynet
— vulnerabilidades

« Capturar binarios que malwares

« Realizar uma analise a nivel de sistema
operacional (sandbox)
— Analisar o network-level behavior

« Buscar padrao de rede obtido no backbone da
rede (fluxos)



* Honeynet
— Emulando um /24

ifconfig discO create

#!/bin/sh
foriin ‘seq 254 ;do
echo "ifconfig disc0 200.X.X.$i netmask 255.255.255.0 alias"
done;

Servidor FreeBSD - CPU 1Ghz — 512M de RAM
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Metodologia

Port Vulnerbility Module

e Software nepentheS 47 O MS04-006 |vuln_wins

re B MS04-045
 Total de 21 vulnerabilida- ., ;,’.,15.:3_.:.:_7 B
des emuladas @1S03-051
SMS04-011
° Armazenar b|nér|os 135 | €¥MS5032-0329 [vuln_dcom
2M504-012
125 vuln_netbicsname
& MS04-031 |vuln_netdde
4473 vuln_iis
44535 vuln_asnl
o MS04-011 (vuln_|lsass
S MS04-012 |vuln_dcom
S M503-039
1023 vuln_sasserftpd
1025 vuln_dcom
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« Realizar uma analise a nivel de sistema
operacional (sandbox)

— CWSandbox

« Modificacoes no sistema de arquivo
» Registro

* Mutexes

* Processos

« Contas de usuarios

* Windows shares

 DLLs

» E outros
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foriin’ls ™
do
echo $i

curl -F "email=return@tche.com" -F "upfile=@$i"
"http://cwsandbox.org/submit.php?action=verify" >>
/home/ceron/sandbox.txt

printf "\n" >> /home/ceron/sandbox.ixt
done

URL dos relatérios
« Parser perl: padroes de rede
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TCP TUDP ICMP other Profileinfo:
o ; = | ; . Type: live
2 | || =] Max: unlimited
2l 1 . il | Exp: mnever
W | | | | || W=
00 1 & aa | Start: Feb 27 2008 -11:26 BRT

End: May 31 2008-12:10 BRT

Fri May 30 12:25:00 2008 Flows/s any protocol
500 4 tgta‘r‘[ 2008-05-30-12-25

tend 2008-05-30-23-50

age | Packets
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Analise dos resultados

 Total da captura 32 dias
» Trafego
— Peculiaridade (1 de maio 2008)

nephentes-etho.rrd as of Thu May 01 13:57 BRT 2008

70 k
60 k

Emk

- 48 k

i

Y ok

£
20 k
10 k

o]

1a: 0@ 1a: 3@ 11: @@ 11: 3@ 12: 08 12: 30 13: 0 13: 30
last four hours [ five minute averages)
O input 73.40 kb/s last 43.89 kbh/s ave 73.40 kb/s max
M output £1.89 kb/s last 39.41 kbsfs ave 61.89 kb/s max
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Analise dos resultados

| I | 1 _ . _ n _ ~ N\ N
K% hiomatic vptes B

°® T' .,}J, Some updates could not be installed

The following updates were not installed:

— |U|:|u|:|.=.|te for Outlook 2003 (KB943649) -
Security Update for Microsoft Office Yord 2003 (KB943983)
Security Update for Office 2003 (KB945185)

[Update for Microsoft Outlook Junk Email Filter 2003 {(KB949044)
Security Update for Microsoft YWorks Suite 2005 (KB943973)
Security Update for Microsoft Ofice Outlook 2003 (KB945432)
security Update for Microsoft Office Publisher 2003 (KB946254)
Security Update for Microsoft Office 2003 (KB947355)

L

Configure aukamatic updates Close

W output Bl. 29 kb/s Llast 9. 4] kb/s ave Bl. 29 kb/s max

#
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Analise dos resultados

 Analise dos binarios
— Total de acessos: 644.894

— Total de 26.037 url obtidas de 1.702 IPs
distintos

— Downloads efetivos
 Download efetivo: 11856
* Binarios unicos: 182
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Analise dos resultados
» Portas mais acessadas no honeypot

Acesso as portas TCP

M 445
M 135
5300
| el
M 4299
M 5033
1434
o 2987
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Analise dos resultados

Distribuigcao de acessaos

01234567 8 91011121314151617181920212223

hora { GMT -3)
Ao e R

1,500

1,000

Mumero de acessos



POP-rs/rnp on - L ey M ,ﬁ;'l{q . cert-rs

Analise dos resultados

» Total de binarios unicos e passiveis de
analise

Binarios analisados
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Analise dos resultados

 Controladores de bofts

— Total de 34 controladores unicos

66.X.X.X
85.X.X.X
66.X.X.X
66.X.X.X
67.X.X.X

66.X.X.X
67.X.X.X
211 XXX
69.X.X.X
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Fartas dos Controladores

Analise dos resultados

Y cert-rs

M 32321
M o652

W 65520
| ED

M 2443

M G667

W 21321
7000

B s190

M 6567

W 8080

W 10324
W Other
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Analise de resultados
 Controladores de bofts

Origem dos servidores de bots

M us
W cn
M
W
W ca
L NI
=
L EC




Analise dos resultados
* Flow filter: src ip 85.X.X.X and dst port 80 (controlador

de bots)

Date flow start Src IP Addr:Port Dst IP Addr:Port

2008-05-30 13:20:39.775 200.132.X.X:4317 -> 85.X.X.X
2008-05-30 13:37:49.259 200.160.X.X:1863 -> 85.X.X.X
2008-05-30 13:58:38.972 200.132.X.X:4317 -> 85.X.X.X
2008-05-30 14:23:44.068 200.160.X.X:59945 -> 85.X.X.X
2008-05-30 14:23:43.792 200.160.X.X:1863 -> 85.X.X.X
2008-05-30 14:33:19.001 200.160.X.X:36310 -> 85.X.X.X
2008-05-30 15:00:23.580 200.132.X.X:4317 -> 85.X.X.X
2008-05-30 15:14:29.918 200.160.X.X:36310 -> 85.X.X.X
2008-05-30 15:27:04.766 200.160.X.X:1863 -> 85.X.X.X

008-05-30 15:30:24.9/1 200.160.X.X:59945 -> 85.X.X.X
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Analise dos resultados

* Ferramenta
— Script que consulta possiveis servidores bots
— Filtrar os IPs sob nossa responsabilidade

— Gerar notificacoes automaticas para os
responsaveis
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Conclusao
« Captura automatizada de binarios via
honeynet

 Analise automatica de binarios
— Padroes de rede
— Controladores de bot

 Analise dos dados em fluxos de rede

» Ferramenta para seguranca a nivel de
backbone
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Obrigado

Perguntas?

ceron@tche.br




