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LOIC: Low Orbit lon Cannon

*Desenvolvida pela Praetox Technologies
*Ferramenta de teste de carga
*TCP(Transmission Control Protocol),
*UDP (User Datagram Protocol)

*HTTP (HyperText Transfer Protocol)

*Disponivel em: http://sourceforge.net/projects/loic/




Low Orbit lon Cannon | When harpoons, air strikes and nukes fails | v. 1.0.7.0
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Funcionamento

Low Orbit lon Cannon | U dun goofed | v. 1.1.1.25

U dun goofed

HTTP

randotmn char
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Funcionamento via canal IRC

*|niciar ataque:

llazor targetip=<IRC_server> message=<texto>
port=80 method=http wait=false threads=15
method=tcp random=true start

*Finalizar ataque:
llazor stop
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Implementacoes

Windows

Linux Android Web.
BSD (JavaScript)

JS LOIC v 0.2 [BR]

Clique no botao azul e aguard
o~ 4 URL
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Participacao consciente

*Downloads: s ?
1. Estados Unidos >© @ |

2.Franca

4.Alemanha ...

& 781 Recommendations
® 10.491 Downloads

http://sourceforge.net/projects/loic/ em 26 de abril de 2012
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Popular e acessivel
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Agendamento de ataque

Twitter - @anonymouswiki

January 19th, zeiz

Fopular file-sharing website megaupload.com gets shutdown by U.S Justice - FEI and charged its founder
with vielating piracy laws. Four Megaupload members were also arrested. The FBI released a press release
on its website which you can view here:

http: /et T gov/newsspressrel/press-releases/justice-department-charges-leaders-of-megaupload -
Wwith-widespread-online-copyright-infringement

We Anonymous are launching our largest attack ever on government and music industry sites. Lulz. The FBI

fdidn't think they would get away with this did they? They should have expected us.

#0pMegaupload
The following sites were taken down in response to the FEI shutting down megaupload. com
V) TANGD DOwWH

http://pastebin.com/WEydcBVV em 26 de abril de 2012
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Receberam ataques

*FBI

*MPAA — Motion Picture Association of America
*Departament of Justice

*RIAA — Recording Industry Association of America
*Sony

*Visa

*MasterCard

*Paypal
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Cenario dos testes

Servidor atacado:
e Core 2 Duo 2.2 Ghz
e 2GbRAM
 Ubuntu 10.04
 Apache 2.2
 Conectado a um switch ethernet 100 Mbps
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Cenario dos testes

PC iPad 2
Core 2 Duo 2.2 Dual-core
Ghz Apple A5X
2 GB RAM 512 MB RAM
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Galaxy SlI

Dual-core 1.2
GHz Cortex-A9

1 GB RAM

Motorola Defy

800 MHz
Cortex-A8

512 MB RAM



Cenario dos testes

Ferramentas de ataque

PC
iPad 2
LOIC
ISLOIC JSLOIC
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Galaxy SlI Motorola Defy
JSLOIC JSLOIC
Android LOIC Android LOIC
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Metodologia

*Atagues de trinta segundos por dispositivo.
*Dados coletados:
Pacotes por segundo
Bytes por segundo
Consumo de CPU servidor
Consumo de memoria do servidor
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NUmero de pacotes

2500001

2000001

1500001

1000001

500001

Praetox TCP:80

Resultado - PC

PC: Transferéncia de Pacotes

Praetox HTTP
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Ferramentas

Hoic

Computer Emergency

JS Loic
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B Pacotes IN
B Pacotes INJOUT



Bytes transferidos

Resultado — PC

PC: Transferéncia de bytes

400.000.001

350.000.001

300.000.001

250.000.001

N Bytes IN
W Bytes IN/OUT

200.000.001

150.000.001

100.000.001

50.000.001

Praetox TCP:80 Praetox HTTP Hoic JS Loic
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Tempo de uso da CPU (%)

Resultado — PC

PC: Porcentagem de uso da CPU

10

Praetox TCP:80 Praetox HTTP Hoic JS Loic

Ferramentas
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W % user time
M % system time
W load



Uso da memédria (MB)

Resultado — PC

Uso da memoria

2000
1800
1600
1400
1200
1000
800
600
400
200

Usada
M Livre
W Buffers

Praetox TPC:80 Praetox HTTP Hoic JS Loic
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Numero de pacotes

8001

7001

6001

5001

4001

3001

2001

1001

Resultado — Dispositivos moveis

iPad / JS-Loic

Js Loic: Transferéncia de Pacotes

Galaxy Sl / JS-Loic Galaxy Sl / App Loic

Dispositivo/Ferramenta
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Defy / JS-Loic

Defy / App Loic

W Pacotes IN
B Pacotes INJOUT



Bytes transferidos

Resultado — Dispositivos moveis

3.000.001

2.500.001

2.000.001

1.500.001

1.000.001

500.001

Js Loic: Transferéncia de bytes

Galaxy Sl / JS-Loic Galaxy Sll/ App Loic Defy / JS-Loic Defy / App Loic
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Ponto de Presenga da
RNP no Rio Grande do Sul

 Bytes IN
W Bytes IN/OUT



Tempo de uso da CPU (%)

2,5

15

[Eny

0,5

Resultado — Dispositivos moveis

Js Loic: Porcentagem de uso da CPU

H % user time
M % system time
© load

llli

iPad / JS-Loic Galaxy Sl / JS-Loic Galaxy Sl / App Loic Defy / JS-Loic Defy / App Loic

Dispositivo/Ferramenta

a0 % ) W
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Uso da memaria (MB)

Resultado — Dispositivos moveis

2000
1800
1600
1400
1200
1000
800
600
400
200

o LM b L

iPad / JS-Loic

Uso da memoria

Galaxy Sl / JS-Loic Galaxy Sl / App Loic
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Numero de pacotes

Resultado — Comparativo geral

2500001

2000001

1500001

1000001

500001

PC / Praetox TCP:80

Transferéncia de Pacotes

PC / JS-Loic iPad / JS-Loic

Dispositivo/Ferramenta
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Tempo de uso da CPU (%)

12

10

N

Resultado — Comparativo geral

Porcentagem de uso da CPU

W % user time
M % system time
M load

h = B

PC / Praetox TCP:80 PC / JS-Loic iPad / JS-Loic Galaxy SlI/ JS-Loic Defy / JS-Loic

Dispositivo/Ferramenta
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Uso da meméria (MB)

2000
1800
1600
1400
1200
1000
800
600
400
200
0

Resultado — Comparativo geral

PC / Praetox TCP:80 PC / JS-Loic
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Uso da memoéria

iPad / JS-Loic Galaxy Sl / JS-Loic Defy / JS-Loic
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Resultado — Apache

Tango Down

(© hitp:/ /EEmE—s not %

€ > ¢ |03

%8 A

This webpage is not available Qchrome

Google Chrome cannot reach the website. This is typically caused by network issues, but can also be the result of a
misconfigured firewall or proxy server.

Here are some suggestions:
Reload this webpage later.
Add Google Chrome as a permitted program in your firewall's or antivirus software’s settings. Ifit is already a permitted
program, try deleting it from the list of permitted programs and adding it again
If you use a proxy server, check your proxy settings or contact your network administrator to make sure the proxy server
is working. If you don't believe you should be using a proxy server, adjust your proxy settings: Go to the wrench menu >

Settings > Under the Hood > Change proxy settings... > LAN Settings and deselect the "Use a proxy semver for your
LAN" checkbox.

Error 109 (net:"ERR_ADDRESS_UNREACHABLE): Unable to reach the server.
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Resultado — Apache

iPad
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Resultado — Apache

Traffic
4.0 M T
=
c
o 3.0M
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o 2.0HM
(=8
_E 1.aM
2 G S G i B m
18:20 18:40 19:00 1520 19: 40 2000 2020 2040 2100 21:20 21:40
From 2012/04/30 18:01:10 To 2012/04/30 21:59:19
E Inbound Current: 8.24 k Average: 55,43 k  Maximum: 978,34 k
B Cutbound Current: 18.04 k Average: 222.85 k Maximum: 3.75 M

Graph Last Updated:Tue 01 May 21:55:09 BRT 2012
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Resultado — Apache

Memory Usage

m Used

O Buffers
O Cache
[ Free

W Total:

18:20

Current:
Current:
Current:
Current:
Current:

15:40 19: 00 19:20
From 2012/04/30 18:02:56 To 2012/04/30 21:55:22

Average:

4 M Average: 879,
7 M Average: 283,
1.20 G Average: B85,
1 M Average: 1.
4G

19:40

Maximum:
Maximum:
Maximum;
Maxlmum:
Maxlmum;

20: 00 20: 20 20: 40

l1.86 G
474,98 M
1.22 G
S53.48 M
2,14 G

21:00

21:20

21:40

7100 Lddd

L

18

43H 113
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Resultado — Apache

CPU Usage

20
o
=
ot
L 10
i
(=8

o

18:20 18: 40 19:00 19:20 19:40 20: 00 20: 20 20: 40 21:00 21:20 21:40 2200
From 2012/04/30 18:00:04 To 2012/04/30 22:00:52

B System Current: 1.02 Average: 1.66 Maximum: 8.87
W User Current: 2.32 Average: 2.90 Maximum: 14.68
O Mice Current: Q.00 Average: 1.23 m Maximum: 59,60 m
M Total Current: 3.3 Average: 4,57 Maximum: 21.47
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Prevencao

* Snort como NIDS (Network Intrusion and
Detection System)

TCP

alert tcp SEXTERNAL_NET any -> SHOME_NET SHTTP_PORTS

(msg:"SLR - LOIC DoS Tool(TCP Mode) - Behavior Rule (tracking/threshold)";
flow: established,to_server;

flags:A;

dsize:1448<>1448;

threshold: type threshold, track by _src, count 10, seconds 10;
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Prevencao

HTTP

alert tcp SEXTERNAL_NET any -> SHOME_NET $HTTP_PORTS
(msg:"SLR - LOIC DoS Tool (HTTP Mode)";

flow: established,to_server;

content:" | A cat is fine too. Desudesudesu~|";

threshold: type threshold, track by _src, count 10, seconds 10;
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Attacks by “Anonymous” WikiLeaks Proponents
not Anonymous. http://eprints.eemcs.utwente.nl/19151/01/2010-12-CTIT-TR.pdf
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Perguntas?

eduardo@pop-rs.rnp.br
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